
Visma DataLøn A/ S
Independent auditor’s ISAE 3000 assurance report on information security and measures pursuant to

the data processing agreements with Visma DataLøn’s clients, from 01.10.2023 to 30.09.2024
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1 Management’s statement

Visma DataLøn processes personal data for Visma DataLøn’s clients in accordance with the data

processing agreement (A1a Vilkår DataLøn_1. okt . 2022.pdf & A1a Vilkår DataLøn_01. juli. 2024.pdf).

The accompanying description has been prepared for Visma DataLøn’s clients, who have used the Dataløn

system, and who have a sufficient understanding to consider the descript ion along with other information,

including information about controls operated by subservice organizat ions and the data controllers

themselves in assessing whether the requirements of the EU Regulat ion on the protect ion of natural

persons with regard to the processing of personal data and on the free movement of such data

(hereinafter “ the Regulation” ) have been complied with.

Visma DataLøn uses subservice organizat ions for data storage infrastructure, internal IT services and

physical secur ity regarding local off ice facilit ies, etc. that are listed in the Descript ion (Page 7). The

Descript ion includes only the control object ives and related controls of Visma DataLøn and excludes the

control object ives and related controls of the subservice organizat ions. Certain control object ives

specif ied in the Descript ion can be achieved only if  subservice organizat ion controls assumed in the

design of our controls are suitably designed and operat ing effect ively. The Descript ion does not  extend

to controls of the subservice organizat ions.

The Descript ion indicates that  certain control object ives specif ied in the Descript ion can be achieved

only if  complementary user ent ity controls assumed in the design of Visma DataLøn’s controls are

suitably designed and operat ing effect ively, along with related controls at  the data processor. The

Descript ion does not  extend to controls of the data controller.

Visma DataLøn confirms that :

a) The accompanying descript ion in sect ion 3, fairly presents the Dataløn system, which has processed

personal data for data controllers subject to the Regulation throughout the period from 01.10.2023

to 30.09.2024. The criteria used in making this statement were that  the accompanying descript ion:

(i) Presents how the DataLøn system was designed and implemented, including, if applicable:

► The types of services provided, including the type of personal data processed;

► The procedures, within both informat ion technology and manual systems, used to

init iate, record, process and, if  necessary, correct , delete and rest rict the processing

of personal data;

► The procedures used to ensure that  data processing has taken place in accordance

with contract , instruct ions or agreement with the data controller ;

► The procedures ensuring that  the persons authorised to process personal data have

commit ted to confident iality or are subject  to an appropriate statutory duty of

confident iality;

► The procedures ensuring upon discont inuat ion of data processing that , by choice of

the data controller, all personal data are deleted or returned to the data controller

unless retent ion of such personal data is required by law or regulat ion;

► The procedures support ing in the event of breach of personal data security that  the

data controller may report  this to the supervisory authority and inform the data

subjects;

► The procedures ensuring appropriate technical and organisat ional safeguards in the

processing of personal data in considerat ion of the risks that  are presented by

personal data processing, such as accidental or unlawful destruct ion, loss, alterat ion,

unauthorised disclosure of, or access to, personal data t ransmit ted, stored or

otherwise processed;

► Services performed by a subservice organizat ion, if  any, including whether the carve-

out  method or the inclusive method has been used in relat ion to them.

► Controls that  we, in reference to the scope of Visma DataLøn, have assumed would be

implemented by the data controllers and which, if necessary, in order to achieve the

control object ives stated in the descript ion, are ident if ied in the descript ion;
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► Other aspects of our control environment, r isk assessment process, informat ion

system (including the related business processes) and communicat ion, control

act ivit ies and monitoring controls that  are relevant to the processing of personal data;

(ii) Includes relevant informat ion about changes in the data processor’s DataLøn system in the

processing of personal data in the per iod from 01.10.2023 to 30.09.2024;

(iii) Does not  omit  or distort  informat ion relevant to the scope of the Dataløn system being

described for the processing of personal data while acknowledging that the descript ion is

prepared to meet the common needs of a broad range of data controllers and may not ,

therefore, include every aspect  of the Dataløn system that the individual data controllers

might  consider important  in their part icular circumstances.

b) The controls related to the control object ives stated in the accompanying descript ion were suitably

designed and operated effect ively throughout the period from 01.10.2022 to 30.09.2023, if

controls at  subservice organisat ions are working effect ively, and data controller applied the

complementary user ent ity controls assumed in the design of Visma DataLøn’s controls throughout

the period from 01.10.2023 to 30.09.2024. The criteria used in making this statement were that :

(i) The risks that  threatened achievement of the control object ives stated in the descript ion

were ident if ied;

(ii) The identified controls would, if operated as described, provide reasonable assurance that

those risks did not prevent the stated control objectives from being achieved; and

(iii) The controls were consistent ly applied as designed, including that manual controls were

applied by persons who have the appropriate competence and authority, throughout the

period from 01.10.2023 to 30.09.2024.

c) Appropriate technical and organisat ional safeguards were established and maintained to comply

with the agreements with the data controllers, sound data processing pract ices and relevant

requirements for data processors in accordance with the Regulat ion.

Copenhagen, 27 November 2024

Jesper Lundgreen

Managing Director
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2 Independent auditor’s report

Independent auditor’s ISAE 3000 assurance report on information security and measures pursuant to

the data processing agreement with Visma DataLøn’s clients.

To: Visma DataLøn and Visma DataLøn’s clients

Scope

We were engaged to provide assurance about Visma DataLøn’s descript ion in sect ion 3 of the Dataløn

system in accordance with the data processing agreement (A1a Vilkår DataLøn_1. okt . 2022.pdf & A1a

Vilkår DataLøn_01. juli. 2024.pdf) with Visma DataLøn’s clients throughout the period from

01.10.2023 to 30.09.2024 (“ the Descript ion” ) and about the design and operat ing effect iveness of

controls related to the control object ives stated in the Descript ion. We express reasonable assurance in

our conclusion.

The Descript ion indicates that  certain control object ives can only be achieved if the complementary user

ent ity controls assumed in the design of Visma DataLøn’s controls are suitably designed and operat ing

effect ively, along with related controls at Visma DataLøn. Our engagement did not  extend to such

complementary user ent ity controls, and we have not  evaluated the suitability of the design or operat ing

effect iveness of such complementary user ent ity controls.

Visma DataLøn uses subservice organizat ions for data storage, infrastructure and internal IT services

and physical security regarding local off ice facilit ies etc. that are listed in the Descript ion (Page 7). The

Descript ion includes only the Control Object ives and related controls of Visma DataLøn and excludes the

control object ives and related controls of subservice organizat ions. Certain Control Object ives specif ied

by Visma DataLøn can be achieved only if  subservice organizat ion controls assumed in the design of

Visma DataLøn‘s controls are suitably designed and operat ing effect ively, along with the related

controls at Visma DataLøn. Our engagement did not  extend to controls of subservice organizat ions, and

we have not  evaluated the suitability of the design or operat ing effect iveness of such subservice

organizat ion controls.

Visma DataLøn’s responsibilities

Visma DataLøn is responsible for: preparing the Descript ion and the accompanying statement in sect ion

1, including the completeness, accuracy, and the method of presentat ion of the Descript ion and

statement, providing the services covered by the Descript ion; stat ing the control object ives; ident ifying

the risks that threaten the achievement of the Control Object ives, select ing the criteria presented in the

statement, and designing, implement ing and effect ively operat ing controls to achieve the stated control

object ives.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Internat ional Ethics

Standards Board for Accountants' Internat ional Code of Ethics for Professional Accountants issued by

the Internat ional Ethics Standards Board for Accountants (IESBA Code), which is founded on

fundamental principles of integrity, object ivity, professional competence and due care, confident iality

and professional behaviour as well as ethical requirements applicable in Denmark.

EY Godkendt Revisionspartnerselskab applies Internat ional Standard on Quality Management 1, ISQM 1,

which requires the f irm to design, implement and operate a system of quality management including

policies or procedures regarding compliance with ethical requirements, professional standards and

applicable legal and regulatory requirements.

Our responsibilities

Our responsibility is to express an opinion on Visma DataLøn’s Descript ion and on the design and

operat ing ef fect iveness of controls related to the control object ives stated in that  Descript ion, based on

our procedures.
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We conducted our engagement in accordance with the Internat ional Standard on Assurance

Engagements 3000, “ Assurance Engagements Other than Audits or Reviews of Historical Financial

Informat ion” , and addit ional requirements under Danish audit  regulat ion, to obtain reasonable

assurance about whether, in all material respects, the descript ion is fairly presented and the controls

are appropriately designed and operat ing effect ively.

An assurance engagement to report  on the Descript ion, design, and operat ing effect iveness of controls

at  a data processor involves performing procedures to obtain evidence about the disclosures in the data

processor’s descript ion of the system Visma DataLøn and about the design and operat ing effect iveness

of controls. The procedures selected depend on the auditor’s judgment, including the assessment of the

risks that  the Descript ion is not  fairly presented, and that controls are not  appropriately designed or

operat ing ef fect ively.

Our procedures included test ing the operat ing effect iveness of those controls that  we consider

necessary to provide reasonable assurance that  the control object ives stated in the descript ion were

achieved.

An assurance engagement of this type also includes evaluating the overall presentat ion of the

Descript ion, the appropriateness of the object ives stated therein, and the appropriateness of the criteria

specif ied by the data processor and described in sect ion 1.

We believe that  the evidence we have obtained is suff icient  and appropriate to provide a basis for our

opinion.

Limitations of controls at a data controller

Visma DataLøn’s Descript ion is prepared to meet the common needs of a broad range of data controllers

and may not , therefore, include every aspect  of the Visma DataLøn system that the individual data

controllers may consider important  in their part icular circumstances. Also, because of their nature,

controls at  a data processor may not  prevent or detect  all personal data breaches. Furthermore, the

project ion of any evaluat ion of the operat ing effect iveness to future periods is subject  to the risk that

controls at  a data processor may become inadequate or fail.

Opinion

Our opinion has been formed on the basis of the matters out lined in this auditor’s report . The criteria we

used in forming our opinion are those described in Sect ion 1 “ Management ’s statement” . In our opinion,

in all material respects:

(a) The Descript ion fairly presents the DataLøn system as designed and implemented throughout the

period from 01.10.2023 to 30.09.2024;

(b) The controls related to the control object ives stated in the Descript ion were suitably designed

throughout the period from 01.10.2023 to 30.09.2024 to provide reasonable assurance that  the

control object ives would be achieved if the controls operated effect ively throughout the period

01.10.2023 to 30.09.2024, if relevant controls at  subservice organisat ions and complementary

controls at  the data controllers are suitably designed and implemented throughout the period

01.10.2023 to 30.09.2024, as assumed in the design of Visma DataLøn’s controls; and

(c) The controls tested, which were those necessary to provide reasonable assurance that  the control

object ives stated in the Descript ion were achieved, operated effect ively throughout the period from

01.10.2023 to 30.09.2024, if relevant controls at  subservice organisat ions are working

effect ively, and complementary user ent ity controls at  the data controller assumed in the design of

Visma DataLøn’s controls operated ef fect ively throughout the period 01.10.2023 to 30.09.2024.
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6

Description of tests of controls

The specif ic controls tested and the nature, t iming, and results of those tests are listed in sect ion 4.

Intended users and purpose

This report  and the descript ion of tests of controls in sect ion 4 are intended only for data controllers

who have used Visma DataLøn, who have a suff icient  understanding to consider it  along with other

informat ion, including informat ion about controls operated by the data controllers themselves in

assessing whether the requirements of the Regulat ion have been complied with.

Copenhagen, 27 November 2024

EY Godkendt Revisionspartnerselskab

CVR no.: 30 70 02 28

Jesper Due Sørensen Nils B. Christ iansen

Partner, CISA State Authorised Public Accountant

mne34106
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3 Description of processing

Visma DataLøn A/ S supplies DataLøn, a standard IT system that  runs payroll for more than 60,000

customers, including more than 500,000 payslips per month.

The system consists of a payroll system that  performs calculat ions, submits reports to authorit ies and

generates payslips. The DataLøn system includes:

● Standard set -up to cover the customer's payroll needs

● Possibility of unlimited sample calculat ions

● Updates to ensure compliance with Danish legislat ion

● Possibility of payroll processing with mandatory and opt ional report ing to third part ies, including

authorit ies and pension companies

● Return of data in electronic format

● Support  on system use and payroll processing.

Visma DataLøn A/ S uses the following sub-data processors and service organizat ions relevant for data

processing agreements:

● ATEA A/ S, Nets Denmark A/ S and Visma IT & Communicat ions (VITC) for certain parts of the IT

delivery (data storage and infrastructure). These suppliers are managed through Visma

Enterprise Operat ions' department, which includes IT infrastructure, as well as external

suppliers. The processing by Nets Denmark A/ S was terminated in March 2024.

● VITC also provides ant i-virus software

● Microsoft  Azure for data storage and payroll calculat ions

● Confluent.io for encrypted t ransport  of data during calculat ions for the purpose of payroll runs

● Netcompany A/ S for t ransmission of electronic mail (Mit .dk)

● PostNord Strålfors A/ S for conversion and delivery to e-Boks

● Visma Raet B.V. for host ing e-arkiv

● BtB Consult  ApS for case processing and customer support

● Cim Mobility ApS and ONLINECITY.IO ApS for SMS login

● Google LLC for internal case management

● Visma e-conomic supply internal IT services

● Orca Security Ltd. for security scans of cloud infrastructure.

Visma e-conomic is the supplier of internal IT services, network and physical security measures,

following the same joint  Visma Group policy as before the move.

Visma DataLøn A/ S uses an internal system ("CRM") for customer management. CRM provides an

overview of customers, subscript ion status, support  cases created and similar informat ion. The system

is used by Visma DataLøn A/ S’ customer service.

For access control, SSO is used, which is our common single sign-on module, which uses DataLøn

frontends and APIs.

The system contains user informat ion as well as rights (claims).

The purpose of the Data Processor's processing of personal data on behalf of the Data Controller is the

delivery of a standard IT solut ion which, on the basis of the customer's reports to Visma DataLøn,

performs payroll processing for the customer, in accordance with Visma DataLøn's terms and condit ions

(A1a Vilkår DataLøn_1. okt . 2022.pdf and A1a Vilkår DataLøn_01. juli. 2024.pdf).

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



8

The nature of the processing

The Data Processor's processing of personal data on behalf of the Data Controller concerns payroll

processing, and includes:

● calculat ion of employee pay;

● preparat ion of all calculat ions and reports, and facilitat ion of money t ransfers to SKAT, ATP,

holiday and maternity funds, pension funds, etc. on the customer’s behalf;

● report  stat ist ics to the employers' associat ion and Stat ist ics Denmark on behalf of customer;

● send payslips to the employees' e-Boks;

● store the customer's payslips in an electronic archive for f ive years after the end of the year in

which the payslip is produced;

● provision of assistance for the start -up and creat ion of the customer and the employees;

● provision of support  and consult ing services via telephone and online from Visma DataLøn's

payroll consultants whenever the customer needs help.

Visma DataLøn does not  develop or adapt DataLøn in relat ion to the customer's specif ic needs or wishes.

Personal data

● General personal data

● ident if icat ion data

● master data (employment data)

● holiday pay set t lement

● pension set t lement

● tax set t lement

● account informat ion

● Other personal data

● CPR numbers

Categories of data subjects covered by the Data Processor agreement:

● Customer employees

● Customer contact  person

Practical measures

Visma DataLøn has established a management framework for init iat ing and managing implementat ion as

well as operat ion of informat ion security and data protect ion.

Data protect ion and informat ion security are the responsibility of Visma DataLøn's Informat ion Security

Board, as well as the Data Protect ion Manager and the Security Manager. The area is also supported by

the Visma Group DPO.
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Visma DataLøn has implemented policies, controls and processes

that  cover the following informat ion security areas:

● Organisat ion of informat ion security

● Personnel safety

● Asset management

● Access control

● Cryptography

● Physical security and environmental protect ion

● Operat ional reliability

● Communicat ion security

● Procurement, development and maintenance of systems

● Supplier relat ions

● Management of informat ion security breaches

● Informat ion security aspects of emergency preparedness

and re-establishment management

● Compliance

Risk assessment

The purpose of r isk assessment is to provide direct ion, expectat ions and intent ions for managing

informat ion security risks in Visma DataLøn.

● Assessed security risks must be analysed.

● Threats and vulnerabilit ies must be assessed.

● Consequences (posit ive or negat ive) of r isk for targets.

● Consequences (posit ive or negat ive) of r isk for assets.

● The probability that  these consequences may occur.

In those specif ic cases where a high risk involves the Data Controller having to carry out  an impact

assessment regarding data protect ion, it  is also described how the Data Processor may have assisted

with this.

Report ing and follow-up on security r isks must be performed in accordance with the defined needs of

the Division and the Group.

For all suppliers processing personal data on behalf of Visma DataLøn and its customers, vendor risk

assessments are performed before any processing begins. These assessments consider the types and

amount of personal data processed by the supplier and the controls in place to protect the data, e.g.

where data is hosted, level of encrypt ion and delet ion procedures.

For American suppliers Visma DataLøn makes sure that  host ing takes place in the EU and that  further

risk assessments regarding security measures to prevent t ransfers of personal data are made.

Legal responsibility

for informat ion

security

Board of Directors

Overall responsibility

for informat ion

security level
Executive Committee

Supreme authority

regarding

information

security

Information Security Board

Day-to-day

responsibilit y for

preparing, assessing,

maintaining and

monitoring

information security

Information Security

Operat ional

responsibilit y for

maintaining

information security

in products, services

and processes

Operational Units
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Control measures

Visma DataLøn A/ S has based their controls on the FSR ISAE 3000 assurance report  on informat ion

secur ity and measures pursuant to the data processing agreement, and included several controls

regarding technical security measures based on ISO27001.

The method for performing risk management in Visma DataLøn is based on internat ionally recognised

principles and standards that  are adapted to the organisat ion. The method provides guidance and

includes processes on how effect ive risk management should be performed.

● Control object ive A

There are procedures and controls that ensure that  instruct ions regarding the processing of

personal data can be complied with in accordance with the Data Processor agreement in force.

● Control object ive B

There are procedures and controls that ensure that  Visma DataLøn has implemented technical

measures to ensure relevant processing security.

● Control object ive C

There are procedures and controls that ensure that  Visma DataLøn has implemented

organisat ional measures to ensure relevant processing security.

● Control object ive D

There are procedures and controls that ensure that  personal data can be deleted or returned if

an agreement is reached with the Data Controller.

● Control object ive E

There are procedures and controls that ensure that  Visma DataLøn only stores personal data in

accordance with the agreement with the Data Controller.

● Control object ive F

Procedures and controls are followed which ensure that  only approved sub-processors are

used, and that the Data Processor, by following up on their technical and organisat ional

measures to protect  the data subjects' r ights and the processing of personal data, ensures

sat isfactory processing security.

● Control object ive G

Procedures and controls are followed, which ensure that  the Data Processor can assist  the Data

Controller with the disclosure, correct ion, delet ion or restrict ion of informat ion about the

processing of personal data of the registered person.

● Control object ive H

Procedures and controls are followed which ensure that  any security breaches can be handled

in accordance with the Data Processor agreement in force.

Complementary controls at the Data Controllers

The Data Controller is responsible for ensuring that  the processing of personal data meets the

requirements of the General Data Protect ion Regulat ion and the Data Protect ion Act .

The Data Controller is, by using the services provided by Visma DataLøn in accordance with the Main

Agreement, obliged to process personal data in accordance with the provisions of applicable legislat ion,

including, e.g., by:

● ensuring that the processing of personal data complies with the Data Protect ion Regulat ion;

● ensuring that the data subjects are informed about the processing of personal data;

● ensuring that the instruct ion is lawful in relat ion to the personal data legislat ion in force at

any given t ime;
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● ensuring that the instruct ion is appropriate in relat ion to this Data Processor agreement

and the main service;

● ensuring that the Data Controller's users are up to date;

● ensuring that the Data Controller has established detailed procedures for safeguarding the

rights of the data subject

● ensuring that security requirements stated in the DPA template “ A1a Vilkår DataLøn_1. okt .

2022” og opdateret  “ A1a Vilkår DataLøn_1. juli. 2024” match own requirements for

informat ion security.
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4 Control objectives, control activity, tests and test results

4.1 Purpose and scope

Our work was performed in accordance with ISAE 3000, Assurance Engagements Other than Audits or

Reviews of Historical Financial Informat ion.

Our test  of the controls' design and implementat ion comprised the control object ive and related

controls, which have been selected by Management and which are stated below. Any other control

object ives, related controls and controls at data controllers are not covered by our tests.

The tests performed in connect ion with the determinat ion of design and operat ing effect iveness of

controls are out lined below.

4.2 Tests performed

Below, we have summarised the tests performed by EY in order to assess controls relevant to Visma

DataLøn’s informat ion security and measures pursuant to the data processing agreement.:

Inspection Reading of documents and reports which contain disclosure on the

performance of the control. This work includes i.a. the reading of and

posit ion-taking to reports and other documentat ion to assess whether

specif ic controls have been designed in a way that allow them to be

effect ive, if  implemented. Furthermore, we assess whether controls are

adequately monitored at suitable intervals.

As to the technical plat forms, databases and network components, we

tested the specif ic system set-up to ensure that  controls were

implemented and operat ing effect ively throughout the audit  period. Our

tests comprised i.a. an assessment of the patching level, services allowed,

segment ing, password complexity, etc.

In addit ion, we inspected equipment and premises physically.

Inquiries Inquiries of suitable staff with Visma Dataløn. Inquiries comprised i.a. the

performance of controls.

Observation We observed the performance of controls.
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4.3 Control objectives, control activity, tests and test results

Control objective A

Procedures and controls are complied with to ensure that instructions for the processing of personal data are complied with consistently with the data processing

agreement entered into.

No. Visma DataLøn’s control act ivity Test performed by EY Result  of test

A.1 Writ ten procedures exist  which include a requirement that

personal data must only be processed when instruct ions to

this effect  are available.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures exist  to

ensure that personal data are only processed

according to instruct ions.

Inspected that  the procedures include a

requirement to assess the need for updates,

including changes to the data controller’s

instruct ions or changes to the data processing at

least  once a year.

Inspected that  procedures are up to date.

No deviat ions noted.

A.2 Visma DataLøn only processes personal data stated in the

instruct ions from the data controller.

Inspected that  Management ensures that

personal data are only processed according to

instruct ions.

No deviat ions noted.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



14

Control objective A

Procedures and controls are complied with to ensure that instructions for the processing of personal data are complied with consistently with the data processing

agreement entered into.

No. Visma DataLøn’s control act ivity Test performed by EY Result  of test

A.3 Visma DataLøn immediately informs the data controller if  an

instruct ion, in the data processor’s opinion, infringes the

Regulat ion or other European Union or member state data

protect ion provisions.

Inspected that  formalised procedures exist

ensuring verif icat ion that  personal data are not

processed against the Regulat ion or other

legislat ion.

Inspected that  procedures are in place for

informing the data controller of cases where the

processing of personal data is evaluated to be

against  legislat ion.

Inquired if  there have been any cases where the

processing of personal data was evaluated to be

against  legislat ion.

We have been informed by Visma DataLøn

that  there have been no cases within the

report period, where the instruct ions from

the data controllers infr inge the

Regulat ion or other European Union or

member state data protect ion provisions.

No deviat ions noted.

A.4 Relevant legislat ive statutory, regulatory, contractual

requirements and the organizat ion’s approach to meet these

requirements shall be explicit ly ident if ied, documented and

kept up to date for each informat ion system and the

organizat ion.

Inspected that  relevant legislat ive statutory,

regulatory, contractual requirements and the

organizat ion’s approach to meet these

requirements are explicit ly ident if ied,

documented and kept up to date for each

informat ion system and the organizat ion.

Inspected a sample of quarterly meet ings, where

relevant legislat ive statutory, regulatory,

contractual requirements and the organizat ion’s

approach to meet these requirements are

discussed.

No deviat ions noted.

A.5 Privacy and protect ion of personally ident if iable informat ion

shall be ensured as required in relevant legislat ion and

regulat ion where applicable.

Inspected that  privacy and protect ion of

personally ident if iable informat ion is ensured as

required in relevant legislat ion and regulat ion

where applicable.

Inspected minutes of meet ings for a sample of

quarterly status group meet ings, where it  was

discussed whether legislat ion and regulat ions are

relevant and applicable for Visma Dataløn’s

clients.

No deviat ions noted.
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Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

B.1 Writ ten procedures exist  which include a requirement that

safeguards agreed are established for the processing of

personal data in accordance with the agreement with the data

controller.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures exist  to

ensure establishment of the safeguards agreed.

Inspected that  procedures are up to date.

Inspected that  the safeguards agreed have been

established.

No deviat ions noted.

B.2 Visma DataLøn has performed a r isk assessment and, based

on this, implemented the technical measures considered

relevant to achieve an appropriate level of security, including

establishment of the safeguards agreed with the data

controller.

Inspected that  formalised procedures are in place

to ensure that the data processor performs a risk

assessment to achieve an appropriate level of

security.

Inspected that  the risk assessment performed is

up to date and comprises the current  processing

of personal data.

Inspected that  the data processor has

implemented the technical measures ensuring an

appropriate level of security consistent  with the

risk assessment.

Inspected that  the data processor has

implemented the safeguards agreed with the

data controller.

No deviat ions noted.

B.3 For the systems and databases used in the processing of

personal data, ant ivirus software has been installed that  is

updated on a regular basis.

Inspected test  results on ant i-malware controls in

latest  audit  reports from the service providers

Atea (responsible for ant ivirus on product ion

environments) and VITC (responsible for

ant ivirus on local PC’s).

No deviat ions noted.

B.4 External access to systems and databases used in the

processing of personal data takes place through a secured

firewall.

Inspected test  results on f irewall controls in

latest  audit  reports from the service providers

Atea (responsible for f irewall around product ion

environments) and VITC (responsible for f irewall

on local network).

No deviat ions noted.
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Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

B.5 Access to personal data is isolated to users with a work-

related need for such access.

Inspected that  formalised procedures are in place

for restr ict ing users’ access to personal data.

Inspected that  formalised procedures are in place

for following up on users’ access to personal data

being consistent  with their work-related need.

Inspected that  the technical measures agreed

support  retaining the restrict ion in users’ work-

related access to personal data.

Inspected a sample of users granted access to

systems and databases that  such access is

restricted to the employees’ work-related need.

Inspected that  documentat ion exists that  user

accesses granted are evaluated and authorised

on a regular basis –and at  least  once a year.

No deviat ions noted.

B.6 For the systems and databases used for the processing of

personal data, system monitoring, log documentat ion

overview and dashboard, including summary of logging

act ivit ies, are established.

Inspected that , for systems and databases used

for the processing of personal data, system

monitoring has been established.

Inspected test  results on controls related to

logging in latest  audit  reports from the service

providers Atea (responsible for logging on

product ion environments) and VITC (responsible

for logging on infrastructure).

Inspected that  a log documentat ion overview and

dashboarding, including summary of logging

act ivit ies, are established.

No deviat ions noted.
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Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

B.7 Effect ive encrypt ion is applied when transmit t ing confident ial

and sensit ive personal data through the internet  or by email.

Inspected that  formalised procedures are in place

to ensure that t ransmissions of sensit ive and

confident ial data through the internet  are

protected by powerful encrypt ion based on a

recognised algorithm.

Inspected that  technological encrypt ion solut ions

have been available and act ive throughout the

audit period.

Inquired whether any unencrypted t ransmission

of sensit ive and confident ial personal data has

taken place during the audit period and whether

the data controllers have been appropr iately

informed thereof.

No deviat ions noted.

B.8 Logging of the following matters has been established in

systems, databases and networks:

► Act ivit ies performed by system administrators and others

holding special r ights;

► Security incidents comprising:

- Changes in log setups, including disabling of logging;

- Changes in users’ system rights;

- Failed at tempts to log on to systems, databases or

networks;

- Transact ions made by all types of users - including

unusual behaviour

► Applicat ion behaviour

Log-on data are protected against  manipulat ion and technical

errors and are reviewed regularly.

Inspected that  formalised procedures exist  for

set t ing up logging of user act ivit ies in systems,

databases or networks that  are used to process

and t ransmit  personal data, including review of

and follow-up on logs.

Inspected that  logging of user act ivit ies in

systems, databases or networks that  are used to

process or t ransmit  personal data has been

configured and act ivated.

Inspected that  user act ivity data collected in logs

are protected against  manipulat ion or delet ion.

Inspected that  logging has been configured

throughout the audit  period.

Inspected test  results on controls related to

logging in latest  audit  reports from the service

providers Atea (responsible for logging on

product ion environments) and VITC (responsible

for logging on infrastructure).

No deviat ions noted.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



18

Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

B.9 Personal data used for development, test ing or similar act ivity

are always in pseudonymised or anonymised form. Such use

only takes place to accomplish the data controller's purpose

according to agreement and on the data controller ’s behalf.

Inspected that  formalised procedures exist  for

using personal data for development, test ing or

similar act ivity to ensure that such use only takes

place in pseudonymised or anonymised form.

Observed that  data from product ion

environments are pseudonymised or anonymized

when moved to test  environments.

No deviat ions noted.

B.10 Changes to systems are tested and approved before

implemented.

Inspected that a formalised procedure exists for

handling changes to systems.

Inspected for a sample of changes that  the

established change management procedures

were followed and changes were tested and

approved.

No deviat ions noted.

B.11 A formalised procedure is in place for grant ing and removing

users’ access to personal data. Users’ access is reconsidered

on a regular basis, including the continued just if icat ion of

rights by a work-related need.

Inspected that  formalised procedures exist  for

grant ing and removing users’ access to systems

and databases using to process personal data.

Inspected a sample of employees’ access to

systems and databases that  the user accesses

granted have been authorised and that  a work-

related need exists.

Inspected a sample of resigned or dismissed

employees that  their access to systems and

databases was deact ivated or removed on a

t imely basis.

Inspected that  documentat ion exists that  user

accesses granted are evaluated and authorised

on a regular basis –and at  least  once a year.

No deviat ions noted.

B.12 Physical access safeguards have been established so as to

only permit  physical access by authorised persons to premises

and data centres at  which personal data are stored and

processed.

Inspected that  formalised procedures exist  to

ensure that only authorised persons can gain

physical access to premises and data centres at

which personal data are stored and processed.

No deviat ions noted.
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Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

Inspected documentat ion that , throughout the

audit period, only authorised persons have had

physical access to premises and data centres at

which personal data are stored and processed.

Inspected test  results on controls related to

physical secur ity in latest  audit  report  from the

service provider Atea (responsible for physical

secur ity on product ion environments).

B.13 Informat ion shall be classif ied in terms of legal requirements,

value, crit icality and sensit ivity to unauthorised disclosure or

modif icat ion.

Inspected that  a classif icat ion scheme is

maintained and has been made available for

employees.

Inspected that  the classif icat ion scheme has been

reviewed and approved.

No deviat ions noted.

B.14 Procedures for handling assets shall be developed and

implemented in accordance with the informat ion classif icat ion

scheme adopted by the organizat ion and lists:

► confident iality level

► how access is managed

► who can grant  access.

Inspected that  a register is maintained that  lists:

► confident iality level

► how access is managed

► who can grant  access.

Inspected that  the register has been reviewed

and approved.

No deviat ions noted.

B.15 Assets associated with informat ion and informat ion

processing facilit ies shall be ident if ied and an inventory of

these assets shall be drawn up and maintained.

Inspected that  an asset  register is maintained

that  includes relevant informat ion and

informat ion processing assets.

Inspected that  the asset  register is reviewed

annually.

No deviat ions noted.

B.16 Rules for the acceptable use of informat ion and of assets

associated with informat ion and informat ion processing

facilit ies shall be ident if ied, documented and implemented.

Inspected that  all types of ident if ied assets are

listed in the acceptable use policy.

No deviat ions noted.
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Control objective B

Procedures and controls are complied with to ensure that the data processor has implemented technical measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

Inspected that  updates to the acceptable use

policy are communicated to employees.

B.17 The organizat ion shall determine its requirements for

informat ion security and the cont inuity of informat ion security

management in adverse situat ions, e.g. during a crisis or

disaster.

Inspected that  a formal and documented

business cont inuity plan is maintained reviewed

and approved annually.

Inspected that underlying procedures related to

the informat ion security cont inuity have been

reviewed and approved by appropriate

personnel.

No deviat ions noted.

B.18 The organizat ion shall establish, document, implement and

maintain processes, procedures and controls to ensure the

required level of cont inuity for informat ion security during an

adverse situat ion.

Inspected that  a formal and documented

business security cont inuity plan is maintained,

reviewed, and approved annually.

Inspected that  a Business Impact Assessment has

been performed to establish the requirements of

the informat ion security cont inuity.

No deviat ions noted.

B.19 The organizat ion shall verify the established and implemented

informat ion security cont inuity controls at  regular intervals in

order to ensure that  they are valid and effect ive during

adverse situat ions.

Inspected that  underlying procedures for the

informat ion security cont inuity are reviewed and

updated.

Inspected that  the underlying procedures have

been tested to ensure that  they are valid and

effect ive during adverse situat ions.

No deviat ions noted.

Control objective C

Procedures and controls are complied with to ensure that Visma DataLøn has implemented organisational measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

C.1 Management of Visma DataLøn has approved a writ ten

informat ion security policy that  has been communicated to all

relevant stakeholders, including Visma DataLøn’s employees.

Inspected that  an informat ion security policy

exists that  Management has considered and

approved within the past  year.

No deviat ions noted.
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Control objective C

Procedures and controls are complied with to ensure that Visma DataLøn has implemented organisational measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

The IT security policy is based on the risk assessment

performed.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the IT security policy should be updated.

Inspected that  the IT security policy is based on a

risk assessment.

Inspected documentat ion that  the informat ion

secur ity policy has been communicated to

relevant stakeholders, including the data

processor’s employees.

C.2 Management of Visma DataLøn has checked that  the

informat ion security policy does not  conflict  with data

processing agreements entered into.

Inspected Management ’s assessment that  the

informat ion security policy generally meets the

requirements for safeguards and the security of

processing in the data processing agreements

entered into.

Inspected that  the requirements in data

processing agreement are covered by the

requirements of the informat ion security policy

for safeguards and security of processing.

No deviat ions noted.
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Control objective C

Procedures and controls are complied with to ensure that Visma DataLøn has implemented organisational measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

C.3 The employees of Visma DataLøn are screened as part  of the

employment process. Such screening comprises, as relevant:

► References from former employers; if  relevant;

► Cert if icates of criminal record;

► Diplomas, if  relevant

Inspected that  formalised procedures are in place

to ensure screening of the data processor’s

employees as part  of the employment process.

Inspected a sample of new employees appointed

during the audit period that  documentat ion exists

of the screening having comprised:

► References from former employers, if

relevant ;

► Cert if icates of criminal record;

► Diplomas, if  relevant ;

No deviat ions noted.

C.4 Upon appointment, employees sign a confident iality

agreement. In addit ion, the employees are introduced to the

informat ion security policy and procedures for data

processing as well as any other relevant informat ion regarding

the employees’ processing of personal data.

Inspected for a sample of employees appointed

during the audit period that  the relevant

employees have signed a confident iality

agreement.

Inspected for a sample of employees appointed

during the audit period that  the relevant

employees have been introduced to:

► Informat ion security policy;

► Procedures for processing data and other

relevant informat ion.

No deviat ions noted.

C.5 For resignat ions or dismissals, Visma DataLøn has

implemented a process to ensure that  users’ r ights are

deact ivated or terminated, including that  assets are returned.

Inspected procedures ensuring that  resigned or

dismissed employees’ r ights are deact ivated or

terminated upon resignat ion or dismissal and

that  assets such as access cards, computers,

mobile phones, etc. are returned.

Inspected for a sample of employees resigned or

dismissed during the audit period that  rights

have been deact ivated or terminated and that

assets have been returned.

No deviat ions noted.
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Control objective C

Procedures and controls are complied with to ensure that Visma DataLøn has implemented organisational measures to safeguard relevant security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

C.6 Upon resignat ion or dismissal, employees are informed that

the confident iality agreement signed remains valid and that

they are subject  to a general duty of confident iality in relat ion

to the processing of personal data performed by Visma

DataLøn for the data controllers.

Inspected that  formalised procedures exist  to

ensure that resigned or dismissed employees are

made aware of the cont inued validity of the

confident iality agreement and the general duty

of confident iality.

Inspected for a sample of employees resigned or

dismissed during the audit period that

documentat ion exists of the cont inued validity of

the confident iality agreement and the general

duty of confident iality.

No deviat ions noted.

C.7 Awareness t raining is provided to Visma DataLøn’s employees

on a regular basis with respect  to general IT security and

secur ity of processing related to personal data.

Inspected that  the data processor provides

awareness t raining to the employees covering

general IT security and security of processing

related to personal data.

Inspected documentat ion that  employees who

have either access to or process personal data

have completed the awareness t raining provided.

No deviat ions noted.
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Control objective D

Procedures and controls are complied with to ensure that personal data can be deleted or returned if arrangements are made with the data controller to this effect.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

D.1 Writ ten procedures exist  which include a requirement that

personal data must be stored and deleted in accordance with

the agreement with the data controller.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures are in place

for storing and delet ing personal data in

accordance with the agreement with the data

controller.

Inspected that  the procedures are up to date.

No deviat ions noted.

D.2 There are specif ic requirements that  data is deleted after 45

days aligned with respect  to the data processor’s storage

periods and delet ion rout ines.

Inspected that  the exist ing procedures for

storage and delet ion include specif ic

requirements for the data processor’s storage

periods and delet ion rout ines.

Inspected the conf igurat ion of storage and

delet ion rout ines of personal data ensuring that

data is stored and deleted in accordance with

Visma DataLøn’s data processor agreement with

the data controllers.

No deviat ions noted.

D.3 Upon terminat ion of the processing of personal data for the

data controller, data have, in accordance with the agreement

with the data controller, been:

► Returned to the data controller; and/ or

► Deleted if this is not  in conflict  with other legislat ion.

Inspected that  formalised procedures are in place

for processing the data controller’s data upon

terminat ion of the processing of personal data.

Inspected the conf igurat ion that  data is deleted

after agreed upon storage t ime.

No deviat ions noted.
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Control objective E

Procedures and controls are complied with to ensure that Visma DataLøn will only store personal data in accordance with the agreement with the data controller.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

E.1 Writ ten procedures exist  which include a requirement that

personal data must only be stored in accordance with the

agreement with the data controller.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures exist  for

only storing and processing personal data in

accordance with the data processing

agreements.

Inspected that  the procedures are up to date.

No deviat ions noted.

E.2 Data processing and storage by Visma DataLøn must only take

place in the localit ies, countries or regions approved by the

data controller.

Inspected that  the data processor has a complete

and updated list  of processing act ivit ies stat ing

localit ies, countr ies or regions.

Inspected that  the processing of data, including

the storage of personal data, takes place only in

the localit ies stated in the data processing

agreement – or otherwise as approved by the

data controller.

No deviat ions noted.

Control objective F

Procedures and controls are complied with to ensure that only approved sub-data processors are used and that, when following up on such processors' technical and

organisational measures to protect the rights of data subjects and the processing of personal data, Visma DataLøn ensures adequate security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

F.1 Writ ten procedures exist  which include requirements for

Visma DataLøn when using sub-data processors, including

requirements for sub-data processing agreements and

instruct ions.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures are in place

for using sub-data processors, including

requirements for sub-data processing

agreements and instruct ions.

Inspected that  procedures are up to date.

No deviat ions noted.

F.2 Visma DataLøn only uses sub-data processors to process

personal data who have been specif ically or generally

approved by the data controller.

Inspected that  the data processor has a complete

and updated list  of sub-data processors used.

Inspected that  the data processing agreement

includes a list  of sub-data processors used to

process data, who are approved by the data

No deviat ions noted.
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Control objective F

Procedures and controls are complied with to ensure that only approved sub-data processors are used and that, when following up on such processors' technical and

organisational measures to protect the rights of data subjects and the processing of personal data, Visma DataLøn ensures adequate security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

controllers when signing the data processing

agreement.

F.3 When changing the generally approved sub-data processors

used, the data controller is informed in t ime to enable such

controller to raise object ions and/ or withdraw personal data

from Visma DataLøn. When changing the specially approved

sub-data processors used, this has been approved by the data

controller.

Inspected that  formalised procedures are in place

for informing the data controller when changing

the sub-data processors used.

Inspected documentat ion that  the data controller

was informed when changing the sub-data

processors used throughout the audit period.

No deviat ions noted.

F.4 Visma DataLøn has subjected the sub-data processor to the

same data protect ion obligat ions as those provided in the data

processing agreement or similar document with the data

controller.

Inspected existence of signed sub-data

processing agreements with sub-data processors

used, which are stated on the data processor’s

list .

Inspected a sample of sub-data processing

agreements that they include the same

requirements and obligat ions as are st ipulated in

the data processing agreements between the

data controllers and the data processor.

No deviat ions noted.

F.5 Visma DataLøn has a list  of approved sub-data processors

disclosing:

► Name;

► Business Registrat ion No.;

► Address;

► Descript ion of the processing.

Inspected that  the data processor has a complete

and updated list  of sub-data processors used and

approved.

Inspected that , as a minimum, the list includes

the required details about each sub-data

processor.

No deviat ions noted.
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Control objective F

Procedures and controls are complied with to ensure that only approved sub-data processors are used and that, when following up on such processors' technical and

organisational measures to protect the rights of data subjects and the processing of personal data, Visma DataLøn ensures adequate security of processing.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

F.6 Based on an updated risk assessment of each sub-data

processor and the act ivity taking place at  such processor,

Visma DataLøn regularly follows up thereon through

meet ings, reviews of auditor's reports or similar act ivity.

Inspected that  formalised procedures are in place

for following up on processing act ivit ies at  sub-

data processors and compliance with the sub-

data processing agreements.

Inspected documentat ion that  each sub-data

processor and the current  processing act ivity at

such processor are subjected to risk assessment.

Inspected documentat ion that  technical and

organisat ional measures, security of processing

at the sub-data processors used, third countries’

bases of t ransfer and similar matters are

appropriately followed up on.

Inspected documentat ion that  informat ion on the

follow-up at  sub-data processors is

communicated to the data controller so that  such

controller may plan an inspect ion.

No deviat ions noted.
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Control objective G

Procedures and controls are complied with to ensure that Visma DataLøn can assist the data controller in handing out, correcting, deleting or restricting information

on the processing of personal data to the data subject.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

G.1 Writ ten procedures exist  which include a requirement that

Visma DataLøn must assist  the data controller in relat ion to

the rights of data subjects.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures are in place

for the data processor’s assistance to the data

controller in relat ion to the rights of data

subjects.

Inspected that  procedures are up to date.

No deviat ions noted.

G.2 Visma DataLøn has established procedures in so far as this

was agreed that  enable t imely assistance to the data

controller in handing out , correct ing, delet ing or restrict ing or

providing informat ion about the processing of personal data

to data subjects.

Inspected that  the procedures in place for

assist ing the data controller include detailed

procedures for:

► Handing out  data;

► Correct ing data;

► Delet ing data;

► Restr ict ing the processing of personal data;

► Providing informat ion about the processing

of personal data to data subjects.

Inspected the request by the data controller for

assistance in handing out , correct ing, delet ing or

restrict ing or providing informat ion about the

processing of personal data to data subjects has

been documented in a correct and t imely

manner.

No deviat ions noted.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



29

Control objective H

Procedures and controls are complied with to ensure that any personal data breaches may be responded to in accordance with the data processing agreement

entered into.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

H.1 Writ ten procedures exist  which include a requirement that

Visma DataLøn must inform the data controllers in the event

of any personal data breaches.

Assessments are made on a regular basis –and at  least  once a

year – as to whether the procedures should be updated.

Inspected that  formalised procedures are in place

which include a requirement to inform the data

controllers in the event of any personal data

breaches.

Inspected that  procedures are up to date.

No deviat ions noted.

H.2 Visma DataLøn has established the following controls to

ident ify any personal data breaches:

► Awareness of employees;

► Monitoring of network t raff ic;

► Follow-up on logging of access to personal data;

► Monitoring of Dark Web and relevant fora

Inspected that  the data processor provides

awareness t raining to the employees in

ident ifying any personal data breaches.

Inspected documentat ion that  network t raff ic is

monitored and that  anomalies, monitoring

alarms, large f ile t ransfers, etc. are followed up

on.

Inspected documentat ion that  logging of access

to personal data, including follow-up on repeated

attempts to gain access, is followed up on a

t imely basis.

Observed that Dark Web and relevant online fora

are scanned for potent ial personal data leaks.

No deviat ions noted.
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Control objective H

Procedures and controls are complied with to ensure that any personal data breaches may be responded to in accordance with the data processing agreement

entered into.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

H.3 If any personal data breach occurred, Visma DataLøn

informed the data controller without undue delay and no later

than 24 hours after having become aware of such personal

data breach at  Visma DataLøn or a sub-data processor.

Inspected that  the data processor has a list  of

secur ity incidents disclosing whether the

individual incidents involved a personal data

breach.

Inquired whether sub-data processors have

ident if ied any personal data breaches throughout

the audit period.

Inspected that  the data processor has included

any personal data breaches at sub-data

processors in the data processor’s list  of security

incidents.

Inspected for a sample of personal data breaches

recorded at  the data processor or the sub-data

processors have been communicated to the data

controllers concerned without undue delay and

no later than 24 hours after the data processor

became aware of the personal data breach.

No deviat ions noted.
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Control objective H

Procedures and controls are complied with to ensure that any personal data breaches may be responded to in accordance with the data processing agreement

entered into.

No. Data processor’s control act ivity Test performed by auditor Result  of auditor’s test

H.4 Visma DataLøn has established procedures for assist ing the

data controller in f iling reports with the Danish Data

Protect ion Agency:

► Nature of the personal data breach;

► Probable consequences of the personal data breach;

► Measures taken or proposed to be taken to respond to the

personal data breach.

Inspected that  the procedures in place for

informing the data controllers in the event of any

personal data breach include detailed procedures

for:

► Describing the nature of the personal data

breach;

► Describing the probable consequences of the

personal data breach;

► Describing measures taken or proposed to

be taken to respond to the personal data

breach.

Inquired about personal data breaches in the

audit  period.

No deviat ions noted.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



Dette dokument er underskrevet digitalt via Penneo.com. Signeringsbeviserne i 
dokumentet er sikret og valideret ved anvendelse af den matematiske hashværdi af 
det originale dokument.  Dokumentet er låst for ændringer og tidsstemplet med et 
certifikat fra en betroet tredjepart. Alle kryptografiske signeringsbeviser er indlejret i 
denne PDF, i tilfælde af de skal anvendes til validering i fremtiden.

Sådan kan du sikre, at dokumentet er originalt
Dette dokument er beskyttet med et Adobe CDS certifikat. Når du åbner dokumentet 

i Adobe Reader, kan du se, at dokumentet er certificeret af Penneo e-signature 
service <penneo@penneo.com>. Dette er din garanti for, at indholdet af 
dokumentet er uændret. 

Du har mulighed for at efterprøve de kryptografiske signeringsbeviser indlejret i 
dokumentet ved at anvende Penneos validator på følgende websted: https://
penneo.com/validator

“Med min underskrift bekræfter jeg indholdet og alle datoer i dette dokument.”

Underskrifterne i dette dokument er juridisk bindende. Dokumentet er underskrevet via Penneo™ sikker 
digital underskrift. Underskrivernes identiteter er blevet registreret, og informationerne er listet herunder.

Jesper Lysholt Lundgreen
Managing Director
På vegne af: Visma Dataløn og Proløn A/S
Serienummer: 192b5427-15ba-4f08-b655-c6dd0d45f408
IP: 93.165.xxx.xxx
2024-11-27 14:34:34 UTC

Nils Bonde Christiansen
EY Godkendt Revisionspartnerselskab CVR: 30700228
Statsaut. revisor
På vegne af: EY Godkendt Revisionspartnerselskab
Serienummer: a4c7bea3-5a9f-4f35-bb2c-9ca1124e41f1
IP: 165.225.xxx.xxx
2024-11-27 15:07:26 UTC

Jesper Due Sørensen
EY Godkendt Revisionspartnerselskab CVR: 30700228
Partner
På vegne af: EY Godkendt Revisionspartnerselskab
Serienummer: a6d834d7-442d-428e-ade9-c250dca23ab3
IP: 37.96.xxx.xxx
2024-11-27 15:53:53 UTC

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: A
Z3

L4
-L

VX
N

O
-7

PW
5S

-Q
5K

H
Y-

VQ
VB

L-
ZH

B2
C



         OlkClADwxOJSKCpfazIZAgIUCLJbZPNjFOaBCDFyOY4=   dawSjLBdOyUunMQ/6YMz2oiVCgXd7HEiD6hRoLP65EQ=      AQAB           2024-11-27T14:34:23.447Z     5xzLhEXle2ut+Koi+UB7N8vTvBS8PziDnl8M/u+94iM=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 1017642802729916105957915281899360598720871248240        


 
             
                 
             
             Visma Dataløn_ISAE 3000_Letter of representations.pdf
             L5AQ0-VEX3F-CPWGJ-TY1GF-JH2XP-XWPUS
             SHA-256
             cc8077958d65e8bd384e207c664bcff1534973018f1d1cf9c2e794b368778c75
             
                                     
                                                     Visma Dataløn og Proløn A/S
                                                                             Managing Director
                                            
                            
        
             
             Visma Dataløn 2024 - ISAE 3000 GDPR_final.pdf
             AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C
             SHA-256
             eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245
             
                                     
                                                     Visma Dataløn og Proløn A/S
                                                                             Managing Director
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Erklæring og samtykke
                
                 
                     
                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    
                     
                        Jeg accepterer, at  mit fulde navn,  min aktuelle IP-adresse samt  mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    
                     
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    
                     
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform:  https://penneo.com/eula                      
                
                 
                     Dokumenter der underskrives
                     
                         
                             
                                 
                                     
                                
                                 
                                    Jeg underskriver dokumentet " "                                

                                 
                                                                                                             -  
                                            på vegne af    
                                            som  
                                

                                 
                                     
                                        Dokumentnøgle:  
                                    
                                     
                                        Dokumentets kryptografiske   hash-værdi:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


         Nh2N10PIAk35QbYV9fcPscWteRARuJlzO6ZXF0et6wk=   rTL05WetUl4qLAeY6SjUWapLcjL3oHuS5OvoOtrmFos=      AQAB           2024-11-27T15:07:22.334Z     eVCw/oClgoqyW4b6OClXOa1nLMIfN7bx30bfiNHas7g=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 89770308065770987033246408919841148398740076577        


 
             
                 
             
             Visma Dataløn 2024 - ISAE 3000 GDPR_final.pdf
             AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C
             SHA-256
             eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245
             
                                     
                                                     EY Godkendt Revisionspartnerselskab
                                                                             Statsaut. revisor
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Erklæring og samtykke
                
                 
                     
                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    
                     
                        Jeg accepterer, at  mit fulde navn,  min aktuelle IP-adresse samt  mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    
                     
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    
                     
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform:  https://penneo.com/eula                      
                
                 
                     Dokumenter der underskrives
                     
                         
                             
                                 
                                     
                                
                                 
                                    Jeg underskriver dokumentet " "                                

                                 
                                                                                                             -  
                                            på vegne af    
                                            som  
                                

                                 
                                     
                                        Dokumentnøgle:  
                                    
                                     
                                        Dokumentets kryptografiske   hash-værdi:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


         NfCHpVPq+2iDx2NbT0vAw3rh6ek404He3R4XwqXSos8=   BSEikjOySmq6jcikobZoR/1Q9wkIcYzo6yxRwu+RFYw=      AQAB           2024-11-27T15:53:50.507Z     VLIA9NBIY45kCZmKMf2yY4PBlhhKecwUZRAr1dzUFwc=  CN=Penneo Production CA Sign Root g1r20240514, O=Penneo A/S, L=Copenhagen, C=DK 237576900405836357566884204436505185967411168736        


 
             
                 
             
             Visma Dataløn 2024 - ISAE 3000 GDPR_final.pdf
             AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C
             SHA-256
             eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245
             
                                     
                                                     EY Godkendt Revisionspartnerselskab
                                                                             Partner
                                            
                            
        
    

            
             
                 
     
     
         
             
                 
                    body {
                        color: #222222;
                        font-size: 12px;
                        padding: 0px;
                        margin: 0px;
                        font-family: 'Helvetica', 'Arial', sans-serif;
                    }
                    
                    div {
                        margin: 0;
                        padding: 0;
                    }
                    
                    .signing-box-section {
                        padding: 2px 0;
                        margin: 2px 0;
                        margin-top: 0;
                        border-top: 1px solid #cccccc;
                    }
                    
                    .signing-box-title {
                        font-size: 14px;
                        font-weight: bold;
                        padding: 10px 10px;
                    }
                    
                    .signing-box-subtitle {
                        font-size: 12px;
                        font-weight: bold;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-list-item .signing-box-subtitle {
                        padding: 5px 0px;
                    }

                    .signing-box-text {
                        font-size: 11px;
                        padding: 5px 10px;
                    }
                    
                    .signing-box-small {
                        color: #666666;
                        font-size: 9px;
                        padding: 5px 0;
                        padding-top: 10px;
                    }
                    
                    .signing-box-list {
                        padding: 0;
                        margin: 0;
                    }
                    
                    .signing-box-list-item {
                        padding: 10px;
                        margin: 5px 0px;
                        font-size: 11px;
                        background: #F3F3F3;
                    }
                
            
             
                 
                    Erklæring og samtykke
                
                 
                     
                        Med min underskrift bekræfter jeg indholdet og alle datoer i de følgende dokumenter, identificeret ved deres dokumentnøgle og kryptografiske hash-værdi.
                    
                     
                        Jeg accepterer, at  mit fulde navn,  min aktuelle IP-adresse samt  mit offentlige certifikat gemmes og opbevares digitalt, med det formål at kunne påvise underskriftens gyldighed.                    
                     
                        Oplysningerne indlejres i underskriften, og er derved tilgængeligt for alle, med adgang til det underskrevne materiale.
                    
                     
                        Endvidere, med min signatur accepterer jeg den til enhver tid gældende slutbruger licensaftale (EULA) for brugen af Penneo Digital Signatur Platform:  https://penneo.com/eula                      
                
                 
                     Dokumenter der underskrives
                     
                         
                             
                                 
                                     
                                
                                 
                                    Jeg underskriver dokumentet " "                                

                                 
                                                                                                             -  
                                            på vegne af    
                                            som  
                                

                                 
                                     
                                        Dokumentnøgle:  
                                    
                                     
                                        Dokumentets kryptografiske   hash-værdi:  
                                    
                                
                            
                        
                    
                
            
        
    


            
        


{"documentKey":"AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C","version":"1.2","signatures":[{"signTime":"2024-11-27T14:34:34Z","ip":"93.165.xxx.xxx","signedDataFile":"3fd8ed57e980f602.xml","signerSerial":"192b5427-15ba-4f08-b655-c6dd0d45f408","type":"penneo","signerName":"Jesper Lysholt Lundgreen","subtype":"mitid.dk","organization":null,"signatureLines":[{"role":"Managing Director","onBehalfOf":"Visma Dataløn og Proløn A/S"}],"dataFile":"3fe2aa67ab3140d4.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"cc8077958d65e8bd384e207c664bcff1534973018f1d1cf9c2e794b368778c75","key":"L5AQ0-VEX3F-CPWGJ-TY1GF-JH2XP-XWPUS","algorithm":"SHA-256"},{"digest":"eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245","key":"AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C","algorithm":"SHA-256"}]},{"signTime":"2024-11-27T15:07:26Z","ip":"165.225.xxx.xxx","signedDataFile":"3fe9f68013f5ffc8.xml","signerSerial":"a4c7bea3-5a9f-4f35-bb2c-9ca1124e41f1","type":"penneo","signerName":"Nils Bonde Christiansen","subtype":"mitid.dk","organization":{"identifier":"30700228","name":"EY Godkendt Revisionspartnerselskab","identifierType":"CVR"},"signatureLines":[{"role":"Statsaut. revisor","onBehalfOf":"EY Godkendt Revisionspartnerselskab"}],"dataFile":"3fed71270cb08a91.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245","key":"AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C","algorithm":"SHA-256"}]},{"signTime":"2024-11-27T15:53:53Z","ip":"37.96.xxx.xxx","signedDataFile":"3fda8a91339fb876.xml","signerSerial":"a6d834d7-442d-428e-ade9-c250dca23ab3","type":"penneo","signerName":"Jesper Due Sørensen","subtype":"mitid.dk","organization":{"identifier":"30700228","name":"EY Godkendt Revisionspartnerselskab","identifierType":"CVR"},"signatureLines":[{"role":"Partner","onBehalfOf":"EY Godkendt Revisionspartnerselskab"}],"dataFile":"3fa69a11bf8aedb0.xml","validations":[],"nationalIdentity":null,"documentsDigestEntries":[{"digest":"eb3d5becc8375e49dd05216740ca894e7381e8fdc674d9748901f5cbc2354245","key":"AZ3L4-LVXNO-7PW5S-Q5KHY-VQVBL-ZHB2C","algorithm":"SHA-256"}]}]}


 ========================= ========================== ================= ================================================================================================== 
  Time                      Name                       IP                Activity                                                                                          
 ========================= ========================== ================= ================================================================================================== 
  2024-11-27 09:49:00 UTC   EY Digital signering       20.82.xxx.xxx     The document was created                                                                          
  2024-11-27 09:49:02 UTC   EY Digital signering       20.82.xxx.xxx     A signing link was activated for "Jesper Due Sørensen"                                            
  2024-11-27 09:49:02 UTC   EY Digital signering       20.82.xxx.xxx     A signing link was activated for "Nils Bonde Christiansen"                                        
  2024-11-27 09:49:02 UTC   EY Digital signering       20.82.xxx.xxx     A signing link was activated for "Jesper Lysholt Lundgreen"                                       
  2024-11-27 09:49:03 UTC   EY Digital signering       xxx.xxx.xxx.xxx   A signing request email was sent to "Jesper Lysholt Lundgreen" at "jesper.lundgreen@visma.com"    
  2024-11-27 09:49:10 UTC   Jesper Lysholt Lundgreen   66.102.xxx.xxx    The signing request email was opened by the signer                                                
  2024-11-27 14:32:33 UTC   Jesper Lysholt Lundgreen   66.102.xxx.xxx    The signing request email was opened by the signer                                                
  2024-11-27 14:32:46 UTC   Jesper Lysholt Lundgreen   66.102.xxx.xxx    The signing request email was opened by the signer                                                
  2024-11-27 14:32:48 UTC   Jesper Lysholt Lundgreen   93.165.xxx.xxx    The document was viewed by the signer                                                             
  2024-11-27 14:33:21 UTC   Penneo system              93.165.xxx.xxx    The document was viewed                                                                           
  2024-11-27 14:34:17 UTC   Jesper Lysholt Lundgreen   93.165.xxx.xxx    The document was viewed by the signer                                                             
  2024-11-27 14:34:19 UTC   Penneo system              93.165.xxx.xxx    The document was viewed                                                                           
  2024-11-27 14:34:34 UTC   Jesper Lysholt Lundgreen   93.165.xxx.xxx    The signer signed the document as Managing Director, Managing Director                            
  2024-11-27 14:34:35 UTC   EY Digital signering       xxx.xxx.xxx.xxx   A signing request email was sent to "Jesper Due Sørensen" at "jesper.d.soerensen@dk.ey.com"       
  2024-11-27 14:34:35 UTC   EY Digital signering       xxx.xxx.xxx.xxx   A signing request email was sent to "Nils Bonde Christiansen" at "nils.b.christiansen@dk.ey.com"  
  2024-11-27 15:04:45 UTC   Nils Bonde Christiansen    165.225.xxx.xxx   The document was viewed by the signer                                                             
  2024-11-27 15:04:46 UTC   Penneo system              165.225.xxx.xxx   The document was viewed                                                                           
  2024-11-27 15:06:51 UTC   Penneo system              165.225.xxx.xxx   The document was viewed                                                                           
  2024-11-27 15:06:51 UTC   Nils Bonde Christiansen    165.225.xxx.xxx   The document was viewed by the signer                                                             
  2024-11-27 15:06:54 UTC   Penneo system              165.225.xxx.xxx   The document was viewed                                                                           
  2024-11-27 15:07:26 UTC   Nils Bonde Christiansen    165.225.xxx.xxx   The signer signed the document as Statsaut. revisor                                               
  2024-11-27 15:53:16 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The signing request email was opened by the signer                                                
  2024-11-27 15:53:16 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The signing request email was opened by the signer                                                
  2024-11-27 15:53:16 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The signing request email was opened by the signer                                                
  2024-11-27 15:53:19 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The document was viewed by the signer                                                             
  2024-11-27 15:53:20 UTC   Penneo system              37.96.xxx.xxx     The document was viewed                                                                           
  2024-11-27 15:53:45 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The document was viewed by the signer                                                             
  2024-11-27 15:53:46 UTC   Penneo system              37.96.xxx.xxx     The document was viewed                                                                           
  2024-11-27 15:53:47 UTC   Penneo system              37.96.xxx.xxx     The document was viewed                                                                           
  2024-11-27 15:53:53 UTC   Penneo system              37.96.xxx.xxx     The document signing process was completed                                                        
  2024-11-27 15:53:53 UTC   Jesper Due Sørensen        37.96.xxx.xxx     The signer signed the document as Partner                                                         
 ========================= ========================== ================= ================================================================================================== 


		2024-11-27T15:53:54+0000
	Original document certified by Penneo




